% Australian Government A S D
Australian Signals Directorate - u

INFORMATION PACK

Open only to all Aboriginal and Torres Strait Islander members of
the community

Position Title: Signals Intelligence Technologist

Job Reference Number: ASD/01227/20

Position ASD Level: ASD Level 4, 5 (Multiple Classifications)
Position Location: Fairbairn, ACT

Salary: $67,100 - $78,873 (plus super)
Position/s: Several

Employment Status: Ongoing - Actual vacancy

Full time (37.5 hours) or Part time - As negotiated

Security Level: Positive Vetting

Division: Australian Signals Directorate
Branch: | DIV

Contact Officer: (02) 6127 1424

Closing Date: 11:30pm (AEST), Friday, 1 May 2020

No extensions will be granted and late applications will
not be accepted.

The Australian Signals Directorate (ASD) is an Australian Government intelligence
and security agency.
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The ASD motto, Reveal their secrets - Protect our own, summarises our roles: we
collect foreign intelligence; we provide advice and assistance on information and
cyber security; and we conduct offensive cyber operations.

To achieve its mission, ASD requires people with strong integrity and a mix of
specialist skills, adaptability, imagination, resilience and creativity.

These abilities are needed to out-think and out-imagine some of the most testing

adversaries and problems imaginable. If you want to work with other smart, skilled
people, consider ASD.

About This Information Pack

This information pack provides useful material regarding the role that you are applying
for and further advice to guide you with your application.

Throughout your electronic application you may see some reference to the Department

of Defence. ASD and Defence have a shared services agreement with our recruitment
system but all applications for this position will be within ASD.

Position Description

The Data Science & Engineering (DS&E) Branch within the Australian Signals Directorate
(ASD) is seeking highly motivated applicants to fill a number of technical ASD4 and ASD5
Signals Intelligence Technologist positions within the Branch.

These positions are available within a cross-functional team in DS&E ranging from the
development and support of a data processing system through to data analysis, technical
training and support to users. The roles available require the ability to learn complex skills and
apply them to the solution of difficult problems, the ability to contribute productively to teams
of diverse skills, and independence in researching and solving complex problems. Technical
training specific to the roles will be provided to successful applicants, as required, to fulfil
functions in software development, data analysis, and data processing. For ASD4 and ASD5
applicants, aptitude to learn and operate effectively in a software development, data analysis,
and/or data processing environment is required.

As a Branch we have a strong technical data engineering focus. To deliver a world class data
science capability we have a strong interest in fostering a culture of diversity, innovation, and
adopting contemporary engineering practice to ensure we deliver at the velocity required by
our customers. This includes not only the development and sustainment of systems but also
the use of these systems to provide cutting-edge analytic capability.

A merit pool will be created from this round to potentially fill future positions.ASD5 positions
also attract a Building Defence Capability Payment (BDCP) and performance bonus.

Further enquiries about the position can be made to the Contact Officer 02 6127 1424.

For further information on careers within ASD, please visit www.asd.gov.au
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Occupation Description

An ASD 4 Signals Intelligence Technologist is accountable under limited direction to
undertake moderately complex technical activities in relation to the signals intelligence
mission. They will work within Intelligence Services Act 2001, other applicable legislation,
established principles, work practices and procedures in accordance with Defence’s mission
and business objectives. They will take individual responsibility for accurate completion of
work and seek guidance when required.

The ASD 4 Signals Intelligence Technologist will be competent within one or more relevant
technologist disciplines, exercise initiative and judgement and require routine guidance. They
are expected to plan and complete activities which may include software development,
system administration, specialist electronics, engineering, mathematics, vulnerability
analysis, research, or ICT Security implementations. They will be provided with assistance
for the more complex issues.

The ASD 4 Signals Intelligence Technologist will be required to share information to ensure
others are kept informed and make effective use of individual and team capabilities and to
identify risks and issues that may impact on work objectives. They may have some
stakeholder engagement and will be required to respond under direction to changes in
stakeholder needs and expectations to achieve outcomes. They will be accountable to
contribute towards ongoing self-improvement and professional development.

An ASD 5 Signals Intelligence Technologist is accountable under limited direction to
undertake complex technical activities in relation to the signals intelligence function. They will
work within Intelligence Services Act 2001, other applicable legislation, established
principles, work practices and procedures in accordance with Defence’s mission and
business objectives. They will undertake various technical activities and exercise initiative
and judgement to achieve results.

The ASD 5 Signals Intelligence Technologist may coordinate and will contribute to the work
of a team consistent to a work plan and provide advice and assistance on methods of task
completion to team members. They may be a team coach or supervise a small technical
team and are expected to be capable of reviewing and developing the quality of work
undertaken by others within a work group.

The ASD 5 Signals Intelligence Technologist may be required to engage with relevant
stakeholders to identify expectations and concerns and develop a clear understanding of the
issues to achieve outcomes. They will be accountable to contribute towards ongoing self-
improvement and professional development.
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Duty Statement

ASD4

1.

ASD5

Contribute and assist in the design, development, testing, implementation and
documentation of new signals intelligence systems.

Perform support, maintenance and enhancement of existing signals intelligence systems.

Use contemporary knowledge of the Information Communication Technology profession
and apply it to the signals intelligence function.

Acquire an understanding of the signals intelligence function through participation in
collaborative analysis activities.

Work collaboratively with team members and actively participate in team work and group
activities.

Build and sustain effective relationships with stakeholders to progress work and meet
outcomes.

Take the initiative to remedy moderately complex failures in computer and software
systems and networks, seek advice and guidance on more complex issues.

Recommend solutions to issues impacting on the achievement of desired outcomes.

Provide advice and recommendations within the team, and guide and mentor less
experienced employees.

Contribute to the design, development, testing, implementation, documentation, support,
security, maintenance or enhancement of signals intelligence systems.

Demonstrate and maintain an understanding of the signals intelligence function through
participation in collaborative analysis activities.

Utilise contemporary knowledge of the Information Communication Technology profession
to create innovative technical solutions to support the signals intelligence function.

Build and sustain effective relationships with stakeholders to progress work and meet
outcomes.

Work collaboratively with team members, operate as an effective team member and
actively participate in team work and group activities.

Design and implement technical solutions to issues impacting on the signals intelligence
function.

Resolve problems using expertise, taking the initiative to identify alternative courses of
action and seek guidance on more complex issues.
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Assessment Criteria and Applications Instructions

Applicants should consider the position description and provide examples which
demonstrate their ability to perform the duties of the position.

When you include an example, you should explain;
e Your personal role in the task
e The methods you used
e Any barriers you were able to overcome and
e The outcome.

All information contained in your application must be UNCLASSIFIED. Applications
containing classified information will not be considered by the Selection Delegate.

Prior to preparing your application please ensure that you meet the eligibility
requirements outlined in this Information Pack. In particular, please note the
timeframes relating to checkable background to meet security clearance
requirements.

PLEASE NOTE: Applicants are required to provide a single 1000 word response addressing
the following:

1. An explanation of how your skills, knowledge and experience will be relevant to a role
in a diverse cross-functional technical team developing and supporting data
processing and analysis, training and providing support to users. (limit your total
response to 1000 words).

All applications must be submitted through the online application system prior to the closing
date.

You do not need to include written referee reports with your application. However, you should
include the names and contact details of two referees who can comment on your work
performance. We expect that one of your referees will be your current supervisor or manager.
If you don’t want us to contact your referees without advising you first, indicate this in your
application.

Applicants will be assessed as they received, and once formally submitted cannot be edited.
If you need to edit your application after you have submitted please contact
ASD.Recruitment@defence.gov.au for assistance.

For more information please refer to the Applicant User Guide

Vacancies will be extended in exceptional circumstances only. Applicants requesting an
extension must contact the Contact Officer 24 hours prior to the vacancy closing date.

Eligibility

Special measures - This employment opportunity is only available to Aboriginal and Torres
Strait peoples to support ASD’s achievement of the Council of Australian Governments target
of 3% representation. Acceptable proof of Aboriginal and Torres Strait Islander Heritage is
required from all applicants.
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When applying for a ‘special measures’ you must attach acceptable evidence of your
Aboriginal and/or Torres Strait Islander heritage otherwise your application will not be
accepted.

Acceptable evidence includes:

o A letter signed by the Chairperson of an incorporated Indigenous organisation
confirming that you are recognised as an Aboriginal and/or Torres Strait Islander
person, or

e A confirmation of Aboriginal and/or Torres Strait Islander descent form executed by an
Indigenous organisation.

e Department of Defence, Confirmation of Heritage Form.

Note: If you already had your heritage formally recognised and can provide a similar
Recognition of Heritage document as outlined above, you are not required to complete this
form. Please provide your original recognition of heritage document.

The following organisations may be able to assist you with obtaining this evidence:

e Australian Institute of Aboriginal and/or Torres Strait Islander Studies;
www.aiatsis.gov.au/fhu/aboriginality.html

e Link-Up: hitp://www.aiatsis.gov.au/fhu/linkup.html

o Office of the Registrar of Indigenous Corporations: http://oric.gov.au/

ASD does not accept a Statutory Declaration as proof of Aboriginal and/or Torres Strait
Islander heritage.

Citizenship - To be eligible for employment with ASD, applicants must be an
Australian citizen.

Organisational Suitability Assessment — An Organisational Suitability Assessment
(OSA) is a mandatory requirement for work in ASD. This requirement applies to all
categories of employees. Before you submit an application you should consider your
own preparedness for questions that may include the following topics: personal
relationships, living circumstances, personal values, financial situation, physical and
mental health history including substance use, and any civil and/or military record.

The OSA’s are conducted to determine suitability to work in a high security
environment. You must obtain and maintain the required security clearance to work
in ASD.

If you are currently employed in the Australian Intelligence Community or the ADF,
you will be provided with feedback on your OSA if the outcome has an adverse
bearing on your current employment. No feedback will be provided on the outcome
of the psychological assessment process to any other applicant.

OSA’s determine suitability to work in a high security environment. You must obtain
and maintain the required security clearance to work in ASD.

Security Clearance - The preferred applicant will be required to successfully

undergo the security clearance vetting process at a specified clearance level. The
preferred applicant MUST be willing to disclose all relevant and required information.
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Diversity and Inclusion

Diversity powers ASD's mission. Our strength, resilience and creativity derive from
our different ages, backgrounds, caring responsibilities, cultures, neurodiversities,
physical abilities, religions and sexualities.

We commit to a respectful and inclusive workplace where it is safe for our people to
bring their whole selves to work.

Our work is challenging, and experience shows that the best teams contain people
from different backgrounds. Whether you require flexible working arrangements,
celebrate particular holidays or have your own particular requirements to do your job
to the best of your ability, ASD can support you.

ASD will accommodate all requests for reasonable adjustment for people with
disabilities to assist in the application process and if successful, the inherent
requirements of the position.

If you have individual requirements that need to be accommodated in order to
participate in an interview or assessment centre please inform the contact person
listed on the front of this Information Pack.

ASD is committed to achieving a diverse workforce and strongly encourages
applications from Aboriginal and/or Torres Strait Islander Peoples. Aboriginal and
Torres Strait Islander applicants who are interested in speaking with Aboriginal
and Torres Strait Islander staff at ASD about the recruitment process or the work
environment can email asd.d&i@defence.gov.au. ASD’s Diversity and Inclusion
Team will connect you with a current employee to discuss your questions or
concerns.

RecruitAbility Scheme

ASD is committed to supporting the

[
employment and career development of people recrult
with disability. Our participation in the
Australian Public Service RecruitAbility scheme AB"—ITY
means we will progress an applicant with employers embracing disabiliyy
disability to a further stage in the recruitment

process, where they opt into the scheme and meet the minimum requirements for the
position.

How do | opt into the RecruitAbility scheme?
You will be asked to indicate if you wish to opt into the RecruitAbility scheme in the
Diversity section of the application form. You must tick the ‘opt in’ box to participate in

the scheme. Simply declaring that you have a disability will not automatically include
you in the scheme.
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Reasonable adjustments

We provide reasonable adjustments such as access, equipment or other practical
support at relevant stages of the recruitment process. Please contact the Contact
Officer listed on the first page of this information pack if you need any adjustments
made.

Details about the RecruitAbility scheme can be found at the Australian Public Service
Commission’s website, see: http://www.apsc.gov.au/priorities/disability/recruitability.

What do we mean by disability?
For the purposes of the scheme, ‘disability’ is:

a limitation, restriction or impairment which has lasted, or is likely to last, for at least
six months and restricts everyday activities. This includes:

e Joss of sight (not corrected by glasses or contact lenses)

e J|oss of hearing where communication is restricted, or, an aid to assist with or
substitute for hearing is used

e speech difficulties

e shortness of breath or breathing difficulties causing restriction

e chronic or recurrent pain or discomfort causing restriction

e blackouts, fits, or loss of consciousness

e difficulty learning or understanding

e incomplete use of arms or fingers

e (difficulty gripping or holding things

e incomplete use of feet or legs

e nervous or emotional condition causing restriction

e restriction in physical activities or in doing physical work

o disfigurement or deformity

e mental illness or condition requiring help or supervision

e Jong-term effects of head injury, stroke or other brain damage causing
restriction

e receiving treatment or medication for any other long-term conditions or
ailments and still restricted

e any other long-term conditions resulting in a restriction.

The two parts of the definition are the presence of a limitation, restriction or impairment
which restricts everyday activities; and the expected longevity of the condition (6
months or more). This also includes episodic conditions.

The definition covers many types of disability. You do not need evidence of your

disability to opt into the scheme, but you are making a declaration to the ASD that you
meet the definition.
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Employment Agreement

Terms of the Engagement
The successful applicant for the position noted in this Information Pack will be
engaged under the ASD Conqditions of Employment (non SES) Determination 2018.

Remuneration Package

In accordance with the ASD Conditions of Employment (non SES) Determination
2018 the successful candidate will receive an attractive remuneration package with a
salary within the range noted on the front page of this Information Pack and
superannuation paid in accordance with legislative requirements.

Withdrawing an Application

If you have submitted an application, but no longer wish to be considered for the
position, you need to withdraw your application online.

PLEASE NOTE: Once you withdraw your application you will be unable to re-submit it
or submit another application for this vacancy.

For more information on withdrawing your application via the APS Careers @ Defence
eRecruit system, please refer to our Applicant User Guide.

If you withdraw your application after the closing date, please inform the Contact
Officer through the phone number on the front page of this Information Pack.

For More Information

Please refer to our Website for more information on our Employment Determination and
working at the Australian Signals Directorate.

Thank you for your interest

ASD

AUSTRALIAN
SIGNALS
DIRECTORATE
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